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Abstract: Secure communication of Data in cognitive radio networks is one of the challenging tasks to increase the
lifetime of the network is a major constraint. The life time of the network is determined by the energy consumed by the
each node and protect the data from an intrudes. In this research work we introduce a secure cluster based
communication to reduce the overheads and provide the security. A special node called as centralized node collects the
data from clusters and forwards them to Base station. The data is secured which authenticates the Cluster head using
the shared secret key and the Digital Signature. The simulation results prove that our algorithm is more efficiently

secure the data and achieves more energy savings.
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I. INTRODUCTION

This paper gives us an idea about secure data
communications for cognitive radio using clustering
techniques. A Cognitive network consists of many sensors
that are tiny in size, low rates, less computational ability
and has a very less memory storage. These Nodes gather
the data from the surrounding and stores it and process
them within the network [1].

Cognitive Radio networks have very less rechargeable
energy, this is one of the challenging factors to extended
the life time of the memory since the energy efficiency is
very less in overall cognitive radio network these sensor
nodes can be divided into many small clutters to increase
the energy efficiency and increase the network lifetime[2].
Every cluster has a cluster head(CH) and cluster
members(CM) which can communicate with the defined
cluster heads in order to broadcast the data to the base
satiation . the cluster head collects the data from the
cluster member and forwards them to the base station and
the cluster heads equalize the energy between the nodes
the cluster head consumes the extra energy for gathering
the data and randomly selects the cluster heads

To increase the lifetime of the CRN”S and increase the
energy efficiency we purpose and evaluate a security
based clustering scheme. We implement distributed
clustering algorithm where the cluster head is elected
based on a high consuming energy of each sensor node
and the distance from the base station to allocate more
energy to each node here the cluster node is not selected
randomly it is reelected basing of constraint to avoid the
frequent selection of cluster head. A special node center
node collects the data and aggregates and sends to the
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cluster head which has high residual energy and calculates
the distance from the base station to allocate more energy
for the each node the cluster head is not selected
randomly. the cluster head data is authenticated for by the
center head using the secret key and digital signature . this
scheme effectively and efficiently manages the sensor
nodes and increases the life time of the cognitive radio
network lifetime [3-5].

To implement unique features, we derive the power
consumption and define optimal number of clusters. We
experiment and prove that minimum  power
communication is equal to minimum the sum of square
distance between the nodes and their cluster heads.

This will overcome with clustering problems [15][16], the
constrained clustering [13][14] can be deployed to cluster
nodes under spectrum constraints. We propose a new
approach for spectrum clustering (SC) protocol with small
intra- cluster distance this will reduce the consumption
communication power.

II. BACKGROUND

These below keywords are represents basic idea about
conceptual concerns

2.1. Clustering: Cluster analysis or clustering is the task
of grouping a set of objects in such a way that objects in
the same group are more similar to each other than to
those in other groups. Cluster analysis involves applying
one or more clustering algorithms with the goal of finding
hidden patterns or groupings in a dataset.
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2.2. Communication:  Communication is the act of
conveying intended meanings from one entity or group to
another through the use of mutually understood signs and
semiotic rules.

2.3. Data: Data is distinct information that is formatted
in a special way. Data exists in a variety of forms, like text
on paper or bytes stored in electronic memory.

2.4. Pattern Analysis: The phase of pattern recognition
that consists of using whatever is known about the
problem at hand to guide the gathering of data about the
patterns and pattern classes, and then applying techniques
of data analysis to help uncover the structure present in the
data.

2.5. Networks: A computer network or data network is a
telecommunications network which allows nodes to share
resources. In computer networks, networked computing
devices exchange data with each other using a data link.
The connections between nodes are established using
either cable media or wireless media.

2.6. Security: Data security refers to protective digital
privacy measures that are applied to prevent unauthorized
access to computers, databases and websites. Data security
also protects data from corruption. ... Data security is also
known as information security (I1S) or computer security.

2.7. DBMS: A database management system (DBMS) is
a computer software application that interacts with the
user, other applications, and the database itself to capture
and analyze data. A general-purpose DBMS is designed to
allow the definition, creation, querying, update, and
administration of databases.

2.8. Data Mining: Data mining is the analysis step of the
"knowledge discovery in databases™ process, or KDD. The
term is a misnomer, because the goal is the extraction of
patterns and knowledge from large amounts of data, not
the extraction of data itself.

2.9. Data Ware House: A data warehouse is a central
repository for all or significant parts of the data that an
enterprise's various business systems collect.

2.10. Cognitive Radio: Cognitive radio is a form of
wireless communication in which a transceiver can
intelligently detect which communication channels are in
use and which are not, and instantly move into vacant
channels while avoiding occupied ones.

I11. RELATED WORK

Cognitive radio history

There have been many factors that have lead to the
development of cognitive radio technology. One of the
major drivers has been the steady increase in the
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requirement for the radio spectrum along with a drive for
improved communications and speeds.

In turn this has lead to initiatives to make more effective
use of the spectrum, often with an associated cost
dependent upon the amount of spectrum used. In addition
to this there have been many instances where greater
communications flexibility has been required. Along the
way, there have been several significant milestones along
the road to develop cognitive radio technology.

One example that exemplified the need for flexible
communications occurred in the Netherlands in 2000 when
a fireworks factory exploded killing 23 people, destroying
much of the town and injuring more than a thousand
people. While dealing with this catastrophe, the
emergency services (fire, medical, police, etc) experienced
real communications difficulties because they all had
different communications systems and were unable to
communicate with the other services.

Another major emergency was the 9/11 terrorist attacks in
the USA. Again communications difficulties were
experienced. While often a variety of radios would be
needed for intercommunications, this would not be viable
for small groups of people, and reconfigurable radios
would have enabled far more effective communications to
be achieved. With spectrum becoming a more scarce
resource many radio regulatory bodies started to look at
how it might be more effectively used.

Similarly others had been working on the possibility of
self configuring radios. In fact the term "Cognitive Radio"
was coined by Joseph Mitola while he was writing his
doctoral thesis on the topic in 2002.

Intelligence and flexibility

Work is under way to determine the best methods of
developing a radio communications system that would be
able to fulfil the requirements for a CR system. Although
the level of processing required may not be fully
understood vyet, it is clear that a significant level of
processing will be needed. The radio will need to
determine the occupancy of the available spectrum, and
then decide the best power level, mode of transmission
and other necessary characteristics. Additionally the radio
will need to be able to judge the level of interference it
may cause to other users. This is an equally important
requirement for the radio communications system if it is to
operate effectively and be allowed access to bands that
might otherwise be barred.

Cognitive radio architecture

In addition to the level of processing required for cognitive
radio, the RF sections will need to be particularly flexible.
Not only may they need to swap frequency bands, possibly
moving between portions of the radio communications
spectrum that are widely different in frequency, but they
may also need to change between transmission modes that
could occupy different bandwidths.
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To achieve the required level of performance will need a
very flexible front end. Traditional front end technology
cannot handle these requirements because they are
generally band limited, both for the form of modulation
used and the frequency band in which they operate. Even
so called wide band receivers have limitations and
generally operate by switching front ends as required.
Accordingly, the required level of performance can only
be achieved by converting to and from the signal as close
to the antenna as possible. In this way no analogue signal
processing will be needed, all the processing being
handled by the digital signal processing.

The conversion to and from the digital format is handled
by digital to analogue converters (DACs) and analogue to
digital converters (ADCs). To achieve the performance
required for a cognitive radio, not only must the DACs and
ADCs have an enormous dynamic range, and be able to
operate over a very wide range, extending up to many
GHz, but in the case of the transmitter they must be able to
handle significant levels of power. Currently these
requirements are beyond the limits of the technology
available. Thus the full vision for cognitive radio cannot
yet be met. Nevertheless in the future the required DAC
and ADC technology will undoubtedly become available,
thereby making cognitive radio a reality.

Evolution from Different Analysis:

Clustering and spectrum heterogeneity and scalability is
one of the challenge in cognitive radio networks. In this
paper, a secondary user creates groups for locally common
available channels. Which can be implemented by using
distributed group maintenance algorithms? The network is
partitioned into clusters by neighbor nodes which shares
local common channel then the Clusters are connected to
design a network. This uses the MAC protocol where
access time is divided into super frames which contain the
inter-cluster and intra-cluster and neighbor discovery. We
implement the graph theory for spectrum clustering (SC)
where local channels cluster can communicate within the
cluster here Every node constructs diagraph with its
nearest neighbors and checks for the available channels. A
cluster in the network is formed by using the clustering
technique. The intra-cluster communication is performed

We construct minimum number of clusters in cognitive
radio networks using programming thermo and message-
passing technique. This will form strong clusters by using
inter- and intra-cluster connectivity. We suggest a
spectrum aware clustering scheme that will enable
efficient communication by intra-cluster aggregation and
inter-cluster relaying and also finds optimal node number
in a cluster.

In this paper we implement a Cryptography technique
which generates public key or symmetric key with digital
signature which are used communication security in
Cogitative radio network [9, 14, and 15]. Symmetric key
cryptography will reduce time and energy efficient. This
can resolve the boundary and link reliability issues [16]. In
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this paper, we proposed secured communication to
overcome with the nodes attacks. This scheme implements
a cryptographic technique at higher layers and data at the
physical layer to provide better security. An novel crypto
system is proposed for data confidentiality and message
authentication, etc. this approach can identify all the
nearest nodes in transmission groups, if nearest nodes are
less than half of the nearest clustered nodes which is not
larger than that of its all neighboring clusters this will
detect all the compromised nodes.

& Cluster Head

* Cluster Momber

Ciuster Gateway

& Cluster

Figure 1: Proposed Cluster Based Cognitive Radio

Despite many approaches have been implemented in
clustering approaches in cognitive radio networks but still
it is an challenge for implementing limited energy
resource usage and hardware capacity so we need and
energy-efficient clustering solution to overcome with
limited energy resource and spectrum access challenges.
Secure data collection using CHBDC, However, the
security aspect in center head -based data collection is not
studied in detail. In [8] key management for secure
communication and data collection in distributed CRN is
discussed. The scheme ensures only confidentiality of the
collected data. Identifying malicious CHBDC. Node sink
is used for secure data collection. Here a fixed path is used
the nodes in this path will be able to communicate with the
cluster and communicate the data. The nodes in the path
are overloaded with data transfer function.

Proposed algorithms spend more energy while rotating the
Cluster head which gathering data from its nearest cluster
member. Some of the algorithms concentrate either on
security of in cresting the efficiency of energy
consumption but in our paper we propose both security
and effacement clustering in reducing the power
consumption and also increase the efficiency of by
providing.

1V. PROPOSED WORK

Extensive research has been conducted on clustering in
traditional in a cognitive radio network and a
comprehensive survey of the algorithms is presented in
various patterns. However, the dynamic unreliable data
communication availability in cognitive radio networks
introduces new challenges for distributed collaboration in
cognitive radio networks. In this section, we review and
analyze the existing works on distributed clustering in
CRAHNS. A cluster-based CR network framework and the
corresponding topology management algorithm are
proposed in existing pattern analysis [8], [9]. Following
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the scheme, each un-clustered CR user chooses the
channel with the largest number of neighbors as LCCC
and constructs a cluster in the initial phase, which is
followed by a local minimal dominating cluster merging
algorithm (LMDS) to reduce cluster number. This
algorithm optimizes the cluster size while guaranteeing
one LCCC in each cluster. However, the robustness of the
cluster structure is not considered and re-cluster is easily
caused by variation in the spectrum availability, resulting
in more control overhead in turn. Furthermore, the rough
clustering in the initial phase limits its performance in
reducing cluster numbers.

The Proposed Algorithm forms the clusters and selects the
Cluster Head using high energy and number of neighbors.
The cluster head can be elected when it reaches the its
threshold value this will reduce the selection overheads of
the cluster heads and will increase the lifetime of nodes to
reserve some energy the data from the sensor nodes is
transferred to the nearest cluster head and then it is
forward to the BS to avoid data gathering by cluster head.
A Special node Center Data Collector (CDC) collects and
aggregates the from the cluster head and then it transfers it
to the Base Station. The cluster head can be secured using
the digital signature and cryptography

Basic Assumptions

Primary and secondary users coexist in a cognitive radio
network. Primary users (PUs) can utilize their licensed
bands directly, cognitive radios can operate on these bands
Spectrum readings of neighbor nodes are co-ordinate since
transmission range is avails to primary users [21]. These
nodes are equipped with duplex receiver so that
transmission done simultaneously. There are orthogonal
channels  which are overlapping. Which contains the
unique 1D with free spectrum bands which are detected by
spectrum sensing which does not change the clustering
structure?

Cluster Formation and Key Generation:-

TSP with Digital Signature:

After the cluster is created cluster heads is selected and
CHDC is deployed for collecting the data from the
cluster head. And the following operation are performed
Key Generation: In this scheme the shared key
generates the key with the time stamp and digital
signature for CHDC then these keys is distrusted to CH
and BS [13].

Digital Signature: the data sending node generates a
digital signature with the input message MSG and
assigns the Time Stamp TS. Then sends the data to the
cluster members in its clusters.

Private Key Generation: A sensor node generates a
private key Pk associated with the node ID.

Verification: Sensor node 1D, MSG and DSIG is verified
whether it is authorized by the Base station. If DSIG is
valid, then the node receiving an accept otherwise reject.
Key initialization is done before node deployment and
operates then during communication, which consists
cluster formation and Key management phase for each
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round. The clustering structure is divided into two parts:
1. Setup phase
2. Data Transmission phase.

Those are The setup structure is again divided into three
sub parts: neighbor node sensing, cluster head selection,
and cluster structure design; in the data transmission
phase, cluster members collect local data and transmits
the data to the cluster heads and cluster heads sense the
data and then aggregates them from cluster members and
then sends the aggregated data to next cluster head
increase the network life time we chose the nearest cluster
head with reschedule energy to the next hop instead of the
selecting the cluster member base station then select the
key and constructs the message before deploying the
CHDC preloads the key to cluster head and base station
and a time stamp is assigned to it and CHDC maintains a
table in which it stores all the information with unique
identifier and then the digital signature is attached to each
cluster head after deployment of CHDC establishes the
connection with each cluster head in the avail region and
the cluster heads decrypts the key and authenticates.

Algorithm for Proposed work:

1) Select a cluster head and send a message to the
nearest node.

The nodes then send a message to the cluster head.

A cluster if formed the CHDC establishes a
connection with the CH in the region.

MDC sends the beacon signal to cluster head with
ID|{SK:i || DSIG} || h(ski).

Compare the DSIG with the Digital Signature stored
in the table.

Computes the hash function for shared key h(ski).
Compare the computed hash value with the received
value. If not equal, then declare that the node is
malicious.

2)
3)

4)
5)

6)
7)

40

=TSP
mPPSP

Proposed

Number of CH re-elected per

50 100 150 200

Mumber of nodes

Figure 2: Shows the number of CH elected with respect to
the number of nodes.

250

The initial energy of each node is assigned as 2 joule. The
minimum energy is 0.2. This will preserve some more
energy to increase the network lifetime.

Protocol Initialization:
In this scheme time is divided into different intervals Time
Stamp from Base Station to node transmission by each
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cluster member to cluster head. Then key distribution The below diagram represents percentage of packets
method is applied to improve communication security, the delivered for each round using Proposed algorithms for
parted information is loaded to the sensor node during with high packet delivery ratio.

initialization [12].Base Station performs the following

operation for key distribution to the entire nodes:

1
Generate a secrete key SK to encrypt the data with k € (n- 0
1), where n is largest integer value 5038 - B
The CHDC sends the paired data with Ts and Sk with Uid. E 06 | |
It also generates the function f(sk) to the cluster head 2 uTSP
along with its digital signature 804 - —
The cluster head then decrypts the key Sk with Time ) . |
Stamp using CH key and then validate the digital signature 502 - i ropese
After verifying the Digital signature, CH authenticates the 0
CHDC. Paired key (Ts, Sk) which is shared to cluster
heads. authorized cluster head will be authorized. 50 100 150 200 250
Once the CHDC is authenticated by the CH, The CH Number of nodes

transfers the encrypted data to the CHDC using secret key
(Sk). The CH generates the cluster key, which can be
shared by all cluster members which can verify the data
using the cluster key

Figure 5: Packet Delivery Ratio using Proposed Method

The security of the proposed algorithm can be analyzed
Fig 6 shows that the proposed algorithm can effectively

SIMULATION AND RESULTS determined the attacker nodes among the normal nodes.

The below diagram represents Experiential results of the 10
proposed algorithm which shows  network lifetime of

=
@
. . 5
each node nearer to the BS by increasing the number of E 8
- - - @
nodes closer to the BS and its life time 3 A
T 6 —
] /{ b Proposed
-
250 E 4 B T5P
P E
200 - 3 PRSP
: : ) | "/./(
=250 2 J
5 e 0 T T T T 1
300 —=m— PPSP
E
=50 Propesed 2 Numf:lerosfMaIic%usnodeslr%ected 10
0 — ‘.\.ﬁ Figure 6: Security analysis Proposed Method
<§> ‘»QQ ,190 “JQQ) QQC) ’190 o§§) <§§>
MNMumber of rounds ~ 25
Figure 3: Number of alive nodes over time M
20 —
The below Diagram represents energy consumption for @
sending and receiving a packet in a given time. A 215 _
proposed algorithm increases when number of nodes or Z O Number
traffic load increases. 10 — 11— of
S Clusters
5 —_—
W 1.2 |_|
3 1 ="
€08 7 15 25 50 100 200 500
;E_ 0.6 ——TsP No of Nodes
E 0'4 —=—pPSP Figure.7: Node network, 2 clusters are formed with a
g Proposed growth of number of 1000 nodes, 25 clusters are
= 0.2 constructed
s 0
5 . .
50 100 150 200 250 Our efxperlments are done using 500 nodes that form a
Number of nodes CRN’S. The performance setting parameters are listed

Figure 4: Energy Consumption using proposed Method ~ 120l€ 1.

Copyright to IJARCCE DOI 10.17148/IJARCCE.2017.6276 330



IJARCCE

ISSN (Online) 2278-1021
ISSN (Print) 2319 5940

International Journal of Advanced Research in Computer and Communication Engineering

ISO 3297:2007 Certified

Vol. 6, Issue 2, February 2017

IJARCCE

Values
Network Area 200%200m
modes 100-250
Transmission 500m
Range Network Grid topology
TopologyInitial 207
[Energy Propagation TR
model Model
Speed 1m to2m
[Data packet size 512bytes
do 50m
] 0.2
a 0.5
o0 0.0

V. CONCLUSION AND FUTURE WORK

In this paper we have presented the concept of The data
collection using CHDC in clustered CRN'S is one of the
important concepts to increase the life time of the network
and the secure data collection in clustering cognitive radio
network We proposed three protocols and Proposed
CHDC- based secure data collection in cognitive radio
network clusters. These are designed using messy Omar
key management scheme.

This has some of the important security issues like
identifying malicious nodes and rewritten messages. The
detailed emulation of the security with energy analysis
experiments are explained and they shows that the
proposed scheme shows high level of security In future
research  the optimization and secure routing will be
implemented for better performances results
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